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Abstrac

This study aims to describe the digital literacy levels of Phase D students (Grades VIl and
IX) in three junior high schools classified as severely underdeveloped in Lembang District,
Pinrang Regency, South Sulawesi. Employing a qualitative descriptive approach, data were
collected through observation, interviews, and documentation. The results indicate that most
students have acquired basic digital skills, such as operating computers, using word and data
processing software, and understanding the use of the internet and email. However, awareness
of digital security remains very low. Major challenges include limited infrastructure, such as the
small number of available computer devices, unstable electricity, and restricted internet access.
Despite these constraints, students demonstrate strong enthusiasm, and teachers show
initiative in maximizing available resources to support digital learning. This study recommends
improving infrastructure, providing continuous teacher training, and implementing contextual
learning strategies to strengthen digital literacy development in 3T (frontier, outermost, and
disadvantaged) regions..

Keyword: Digital Literacy, Underdeveloped Schools, Phase D Students, Educational
Infrastructure, Contextual Learning.

INTRODUCTION

The rapid development of information and communication technology has brought
significant changes in the world of education (Herawati et al., 2022). Digital literacy is one of the
main competencies needed to face the challenges of the 21st century. Digital literacy is not just
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the skill of using computers, but the ability to understand and utilize information through digital
technology critically, effectively, and ethically (Chaudhary, 2020). Digital literacy includes the
ability to search, evaluate, use, and produce digital information in various formats. This ability
is becoming increasingly important because digital information has become an integral part of
daily life, including in the learning process (Nasrawati et al., 2022).

Digital literacy also includes cognitive dimensions (understanding and analysis of
information), technical (use of digital devices), social (interaction in digital spaces), and ethics
(awareness of digital security and responsibility (Antoniuk & Zasiadivko, 2023). Therefore, digital
literacy is a complex skill that must be developed in an integrated manner in the learning process
(Mukhlisin et al., 2023). The 21st century educational paradigm emphasizes collaboration,
creativity, critical thinking, and communication (Lestari et al., 2020). Students must be able to
adapt to dynamic technological changes and utilize technology to improve the learning process
(Masyhura & Ramadan, 2021).

In the context of education in Indonesia, the Independent Curriculum provides a wider
space for strengthening students' digital competencies through Informatics subjects (Arnanda
et al., 2021). In Phase D (grades VIl and IX), students are not only introduced to the use of digital
devices and applications, but also trained in computational thinking, understanding data,
algorithms, and recognizing aspects of digital ethics and security (Huda & Rohaeti, 2024). This
emphasizes that digital literacy is an integral part of the educational process that is not only
technical, but also conceptual and contextual. Optimal digital literacy will equip students with
relevant competencies to face challenges and opportunities in the digital era (Hidayat et al.,
2020).

The implementation of technology in learning in the digital era presents its own
challenges and opportunities (Mukhlisin et al., 2022). The integration of technology in learning
can increase learning motivation, facilitate access to information, and support more
personalized and adaptive learning (Zou et al., 2025). Education in the digital era offers benefits
such as a more modern curriculum, improved learning outcomes through digital data analysis,
an interesting and collaborative learning atmosphere, and ease of evaluation of learning
outcomes (Ngongo et al., 2019). However, the use of technology in learning also faces obstacles
such as gaps in access to technology and infrastructure, lack of training and support for teachers,
and concerns related to data security and privacy (Subroto et al., 2023).

The 3T (disadvantaged, frontier, and outermost) regions in Indonesia still face quite
complex challenges in the implementation of technology-based education (Subroto et al., 2023).
Infrastructure limitations such as lack of ICT devices, uneven internet access, and instability in
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electricity supply are the main obstacles (Adila & Rodiyah, 2024). In addition, the lack of teacher
training and assistance in integrating technology in learning has also widened the digital divide
between urban and remote areas. This challenge is exacerbated by the limited number of
competent human resources in the field of ICT, making it difficult to maintain and repair existing
technological devices (Asfiana et al., 2024).

The digital divide is still an urgent problem in Indonesia, hindering the full realization of
the potential benefits of technology in education (Subroto et al., 2023). Unequal access to
technology and the internet creates inequality of educational opportunities, which
disadvantages students in rural and remote areas. The inadequate level of digital literacy of
teachers also adds to this problem (Irwanto & Irwansyah, 2020). The use of ICT in the learning
process is important to improve the quality of education and expand access to educational
resources (Anwas, 2013; Ningsih et al., 2020). Teachers face various obstacles in using ICT,
including time allocation, lack of student focus, and limited equipment (Ningsih et al., 2020).

This challenge has a direct impact on the achievement of students' digital literacy
competencies in very disadvantaged areas. Teachers in 3T areas often have to rely on contextual
approaches, unplugged methods, or the use of simple media to deliver Informatics material
(Arkiang & Adwiah, 2021). Nevertheless, the spirit of student learning and the creativity of
teachers in utilizing limited resources are forces that should be appreciated and developed.
Increasing public knowledge and student learning resources shows that technology literacy is a
necessity (Qashlim et al., 2021).

This condition also occurs in Lembang District, Pinrang Regency, South Sulawesi, where
some areas are among the most underdeveloped areas. Schools in this area have limited
infrastructure facilities that have a direct impact on the quality of Informatics learning and the
achievement of digital literacy of students. Nevertheless, students' enthusiasm for learning and
teachers' efforts in overcoming limitations are important aspects that need to be analyzed and
given room for further development.

Studies on digital literacy in highly disadvantaged areas need to be conducted to
understand the challenges and potentials that exist in a more in-depth manner (Owen et al.,
2020). This is important as a basis for designing policy interventions, teacher training, and the
development of teaching materials that are relevant to local conditions. This approach is in line
with the principle of educational justice, where every student has the right to access quality
learning, including in terms of digital literacy, regardless of geographical location (Maximova &
Kim, 2021).

Digital literacy is the ability to use digital technology and the internet effectively and
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responsibly (Setiawan et al., 2023). Digital literacy involves technical, cognitive, and social skills
that enable individuals to access, understand, evaluate, and create information in a variety of
digital formats (Asfiana et al., 2024). The digital era has brought significant changes in various
aspects of life, including education, business, and social interaction (Aziz et al., 2020). Digital
literacy is an important skill that everyone must have. Digital literacy is essential because it helps
individuals to participate actively and critically in the digital society (Setiawan et al., 2023).

Based on this background, this study aims to analyze the level of digital literacy of Phase
D students in three highly disadvantaged junior high schools in Lembang District, identify
existing obstacles and potentials, and provide strategic recommendations to support improving
the quality of digital literacy in the 3T area. This research is expected to make a real contribution
to efforts to improve the quality of education in very disadvantaged areas, especially in
equipping the younger generation with digital literacy skills that are relevant to the demands of
the times.

METHOD

This study uses a qualitative descriptive approach to obtain a comprehensive picture of
the digital literacy level of Phase D students (grades VIl and IX) in Junior High School with a very
backward school status. The research was conducted in three junior high schools in Lembang
District, Pinrang Regency, South Sulawesi, namely UPT SMP Negeri 10 Lembang, UPT SMP Negeri
6 Lembang, and UPT SMP Negeri 8 Lembang.

The research subjects consisted of 60 Phase D students (20 students for school each) and
3 Informatics subject teachers. Observations were made on the 10—-20 May 2025. The data
collection technique uses direct observation of the Informatics learning process and Review
documents and student work outputs, such as assignments, notes, or projects related to digital
literacy competencies.

Table 1. Derivatives of Final Stage Evaluation Variables

No School Name Village School Status
SMP Negeri 10 Lembang Basseang Very Backward
SMP Negeri 6 Lembang Letta Very Backward
SMP Negeri 8 Lembang Mesakada Very Backward

Data analysis was carried out using the Miles and Huberman interactive analysis model,
which included three main stages, namely: (1) Data reduction; filtering and summarizing raw
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data from the field according to the focus of the research; (2) Data presentation; compile data
in the form of narratives, tables, or matrices to facilitate interpretation; and (3) Drawing
conclusions and verification; generalize findings and check the consistency of the data to ensure
validity. To maintain the validity of the data, the researcher applied the triangulation technique
of sources and methods, as well as conducting member checks on participants.

RESULTS AND DISCUSSION

This research was carried out in three junior high schools located in the Lembang District,
Pinrang Regency, South Sulawesi Province. Lembang District is one of the areas with
geographical characteristics of hills and limited infrastructure access. This area is included in the
category of very disadvantaged areas based on the classification from the Ministry of Villages,
Development of Disadvantaged Regions, and Transmigration. The three schools were chosen
because they represent the general characteristics of schools that are very backward in
mountainous areas that face major challenges in the development of digital literacy.

Availability of Facilities and Infrastructure

Based on the results of research conducted in the three schools, it shows the limitations
of digital learning support facilities. The number of computer/laptop devices is very limited,
which is between 8 to 15 units per school. Internet access is available but only at certain points
and cannot be used optimally in the learning process. The electricity condition in the two schools
is unstable, which also hinders the optimal use of digital devices. These conditions show that
there is a need to improve facilities and infrastructure to support digital learning (Suparya et al.,
2022).

The availability of adequate facilities and infrastructure has a positive correlation with
the quality of learning and digital literacy achievements of students (Kowiyah et al., 2021). Good
infrastructure creates a conducive learning environment, where teachers and students can make
optimal use of technology. Teachers who have access to devices and a stable internet connection
can develop more interactive and engaging learning materials, as well as provide faster feedback
to students.

However, there is an interesting thing that was found that even with limited
infrastructure facilities, students are quite enthusiastic about participating in learning. This can
be seen from the high level of student attendance and active participation in learning activities.
In conditions of limitation, teachers try to maximize existing resources by utilizing students'
mobile phones as a learning medium.
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Students' Digital Literacy Levels

Observations in all three schools show that most Phase D students already have basic
skills in the use of digital technology, although there are still gaps in certain aspects. As many as
85-90% of students have been able to turn computers on and off independently, indicating
mastery at the most basic technical level. In addition, about 60—70% of students have been able
to operate basic software such as word processing and data processing applications, although
their use is still limited to simple functions. Students' understanding of the internet and email
use is also quite good, with around 65% of students showing a basic understanding of
information search, access to educational sites, and the use of email for simple communication.

However, students' awareness of digital security aspects is still relatively low. Only about
15-30% of students demonstrate a basic understanding of the importance of maintaining
personal data confidentiality, using secure passwords, and being aware of potentially harmful
content or links. These findings indicate that although students are starting to become
accustomed to using digital technologies, they still do not have critical awareness and
comprehensive digital literacy skills, particularly in the face of the challenges of a complex digital
world and are vulnerable to security risks. Therefore, a more structured educational intervention
is needed to strengthen students' understanding of the broader digital literacy aspect, not only
from the technical side, but also from the ethical and safety side of technology use.

Teachers play a central role in the development of students' digital competencies
(Habibah, 2022). However, the results of interviews with teachers show that most teachers in
the three schools do not have adequate training related to the use of technology in learning.
Teachers admit that they still use conventional learning methods that are less interactive and
less relevant to technological developments. Teachers who have good digital competence will
be able to design creative and innovative learning, as well as integrate technology into the
learning process effectively (Sutisna & Safitri, 2022).

Use of Learning Strategies and Media

The learning strategies used by teachers vary in each school, adjusting to each condition.
At SMPN 10 Lembang, learning is carried out using whiteboards and activity cards, while Scratch
material is delivered theoretically through an analog approach. At SMPN 6 Lembang, teachers
use the unplugged method almost entirely due to the limitations of digital devices. Meanwhile,
SMPN 8 Lembang is a little more advanced by facilitating limited computer practice in turn,
especially to create simple animation projects.

The selection of the right learning strategy is highly dependent on the availability of
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resources and the teacher's competence in integrating technology into learning. In schools that
have limited devices, teachers can implement innovative and creative learning methods by
utilizing available resources. In addition, continuous training and mentoring for teachers is also
very important to improve their digital competence (Supardi & Hakim, 2021).

The Potential for Digital Literacy Development

There is a positive potential that can be the starting point for digital literacy
development. Students show high enthusiasm for Informatics lessons. In addition, some
teachers have started to take the initiative to create local and digital-based learning aids.
Students' creativity is also beginning to be seen, especially in the ability to think logically that is
beginning to form even though learning is carried out with limited media and methods. These
potentials can be valuable initial capital in designing a more comprehensive and sustainable
digital literacy development program.

The use of technology in learning is becoming increasingly important in today's digital
era (Purnasari & Sadewo, 2020). Teachers are required to innovate in utilizing technology to
create more interactive learning, so that students are motivated to increase the intensity of
learning both online and offline (Putri & Pratiwi, 2022). Teacher empowerment through digital
literacy training can improve teachers' ability to optimize learning with technological support
(Nugroho et al., 2021).

The results show that the digital literacy level of students in schools that are very lagging
has reached the early stage of mastering basic skills. The ability to turn on the computer, use
simple software, and understand the concept of the internet is already possessed by most
students. However, there is still a serious gap in the understanding of digital security, which is
an important part of Informatics education. In addition, teachers' competence in utilizing
technology for learning also still needs to be improved (Suardi et al., 2023).

Limited facilities and infrastructure are the main challenges. The fact that internet access
is only available at certain points and is unstable suggests that the digitalization of education in
the 3T region still requires real infrastructure support. In addition, the uneven training of
teachers has slowed down the process of integrating digital literacy into learning. Improving
students' digital literacy can be done through strengthening teacher competence and fulfilling
adequate supporting facilities. (Havizul, 2022; Herdyana et al., 2022).

However, the potential for development is still wide open. The enthusiasm of students
and teachers' initiatives in using contextual methods, such as the unplugged approach, show
that digital literacy can still be taught creatively even with limited resources. The use of analog
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media, simulations, and problem-based learning strategies can be an alternative to cultivate
computational thinking skills.

In this context, it is important for governments and stakeholders to design long-term and
sustainable support strategies, such as the provision of offline-based teaching modules, teacher
training that is appropriate to local conditions, and collaboration with the ICT community or non-
profit institutions engaged in digital education. With the right steps, the digital literacy gap in
the 3T area can be overcome so that students have enough provisions to compete in the digital
era. The development of teachers' digital competencies is a crucial aspect in improving the
quality of learning in the current digital era (Habibah, 2022).

CONCLUSION

This study reveals that the digital literacy level of Phase D students (Grades VIIl and IX) in
three junior high schools categorized as severely underdeveloped in Lembang District, Pinrang
Regency, has reached the initial stage of mastering basic digital skills. Most students are able to
operate a computer, use basic software, and understand fundamental concepts of the internet
and email. However, their awareness of digital security remains very low, highlighting the urgent
need to strengthen students' understanding of ethics and safety in technology use.

Limited facilities and infrastructure such as the insufficient number of computers,
restricted and unstable internet access, and unreliable electricity in some schools pose major
challenges to the implementation of digital learning. Furthermore, teachers' digital
competencies remain inadequate due to the lack of continuous training and professional
development. Nevertheless, students' enthusiasm and teachers' initiatives to utilize available
resources such as contextual approaches and unplugged methods demonstrate a strong
potential for creatively and adaptively fostering digital literacy.

Therefore, enhancing digital literacy in severely underdeveloped schools requires a
comprehensive approach, including: (1) gradual provision of supporting facilities and
infrastructure, (2) capacity building for teachers through relevant and locally adapted training
programs, and (3) development of innovative and contextual learning strategies. Collaboration
among the government, educational institutions, and digital communities is crucial to ensure
equitable access to digital literacy for students in 3T (frontier, outermost, and disadvantaged)
regions, enabling them to be well-prepared to participate in a complex digital society that
demands high levels of competence.
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